AnyConnect Installasjonsveiledning /
AnyConnect Installation manual

1. Forberedelser

>

>

>

2. Installer AnyConnect
3. Start AnyConnect (Nar

Du ma veare logget pa som
administrator pa maskinen
Sjekk at operativsystemet pa
din datamaskin er kompatibelt
med AnyConnect

Legg til http://*.uit.no som
klarert omrade i nettleseren

AnyConnect allerede er installert pa din
maskin)

5. Logge av AnyConnect
6. Installasjon med Java

s.1-2

s.3-5
s.6

s.6
s.8

1. Necessary preparations
» You must be logged in as
administrator on the computer
» Make sure that the operating
system on your computer is
compatible with AnyConnect
» Add https://*.uit.no to trusted
Site in your browser
2. Install the AnyConnect client
3. Start AnyConnect (When the
AnyConnect client is already installed on
your computer)
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p.1-2

1. Forberedelser

Du ma vaere logget pa som administrator pa

maskinen

Dersom du har en UiT maskin ma du logge deg
inn som administrator (service konto). Dersom

du ikke har slik konto ma du sende e-post til

orakel @uit.no og be om hjelp til & fa installert

AnyConnect pa din UiT maskin.

Sjekk at operativsystemet pa din datamaskin

er kompatibelt med AnyConnect

Microsoft Windows Vista,

Windows XP med SP1, SP2 eller SP3
Windows 2000 med SP4

Linux (RedHat Linux 9, RedHat
Enterprise Linux 3, SUSE Linux 10,
Slackware 11.0, or Fedora 4 or 6)
Mac OS X 10.4 &10.5.

1. Necessary preparations

You must be logged in as administrator on

the computer

If you have a UiT computer you must log in
with an administrator account (service account).

If you do not have such you must notify

orakel @uit.no that you want AnyConnect

installed on your UiT computer.

Make sure your operating system is
compatible with AnyConnect

Microsoft Windows Vista

Windows 2000 with SP4
Linux (RedHat Linux 9, RedHat

Windows XP with SP1, SP2 or SP3

Enterprise Linux 3, SUSE Linux 10,

Slackware 11.0, or Fedora 4 or 6)
e MacOS X 10.4. & 10.5



Legg til http://*.uit.no som klarert omrade i
nettleseren

”Wildcard”: [https://*.uit.no] ma vere i listen
over klarerte omrader. (Kreves for Windows
Vista, anbefales for alle.)

Internet Explorer (IE) — slik gjgr du det:
Start Internet Explorer

1. Velg “Verktgy” og deretter ”Alternativer for
internett”

2. Velg arkfane ”Sikkerhet”

3. Kiikk pa ikonet “Klarerte omrader” og velg

“Omrader”

Skriv inn: https://*.uit.no

Klikk pa “Legg til” og klikk OK 2 ganger
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Add https://*.uit.no to trusted Site in your
browser

The wildcard: [https://*.uit.no] must be in the
list of trusted sites.(Required for Windows
Vista, highly recommended for all.)

Internet Explorer (IE) —-How to:
Start Internet Explorer

1. Choose “Tools” and then “Internet
Options”

2. Choose the “Security” tab.

3. Click on the “Trusted sites” icon and

choose the “Sites” button below.

Type https://*.uit.no

Click “Add”, click “Close” and finally

click “OK”
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Installer AnyConnect Install the AnyConnect client

Logg deg inn i VPN-portal UiT Log in to VPN-portal UiT

1. Apne en nettleser 1. Start a browser
2. Gatil nettsiden https://vpn.uit.no/ 2. Go to the website: https://vpn.uit.no
3. Logg inn med din UiT brukerkonto 3. Log inn with your UiT user account
{ @ Web¥PN (55L) Access Portal Login - Windows Internet Explorer ! ;Iglﬂ
GT\_L; =[] httpssjfvpnz.uit.nof+C5COE+ flagon el j\é“‘:f\ \z| [ eing \E|
| Fle Edt View Favorites Tools  Help | & -
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(@8 UiTg webPN (55L) Access Partal Login | | J far - E) - [0 o v Page~ Safety - Tools~- @~

WebVPN Portal - University of Tri

HelpdeskilT-Support
Login with the credentials matching your Affiliation Phone: (+47) 776 44544, E-Mail: orakel@uitno

. Opening hours
Domain Employees ;[ Mon-Thu 08:00 (*09:00) - 18:00

s Fri 08:00 (*09:00) - 16.00
Password: [sesesens] | * Helpdesk open for visitors from 09.00

WARNING! Unauthorized access to this portal is illegal. Repeated attempts to access itwill be treated as attacks, and will be reported to the proper authority.

[pane [ [ N3 tocaintranat 7 - [®mw - 4

4. Velg AnyConnect fra venstre marg 4. Select AnyConnect
5. Velg ”Start AnyConnect” 5. Choose ”Start Anyconnent”
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@ Home Mdress|hﬂp M j | Browse Logout

e} Web Applications
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‘ AnyConnect | Initiate an AnyConnect client session to provide client
applications on your desktop with network access
through your VPN, depending on your company's VPN
%; configuration and your own network access rights.
tart Al nnect For example, an AnyConnect session might be
necessary to use Microsoft Qutlook or Microsoft
Outlook Express to send or receive e-mail.

The following instructions describe how you can use
your browser to get remote access to Microsoft
Terminal Services running on computers in your
network:

Eeguirements

Before you Connect - Add to Trusted Sites
How to Connect

Always Log Out!

Requirements

To access remote services over an AnyConnect client
session, your system must have the following setup:

« Your VPN site must be in the list of trusted
sites, as de_scnbed below. (Required for -

[0 [ [ [ N3 Localintranet 3~ [Ri0e - 4




6. Du vil etter en liten stund se en
informasjonslinje @gverst i nettleseren din
som ber om tillatelse til a installere ett
ActiveX ' tillegg til din nettleser. Klikk
pa linjen og velg “Install ActiveX
Control...”

6. Your net browser will after a little while
notify you that it needs to install an
ActiveX” add on. Click on the
information bar at the top of your
browser and choose “Install ActiveX
Control...”
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WebVPN Portal

@' This website wants to install the Following add-on: “prweb, cab' from 'Cisco Systems, Inc.', IF you brust the website and the add-on and want toinstall it, click here. ..

x

Home s
@ Address | http:ll - » || | [ Browse Logout
Q‘ﬁ Web Applications
-
@ File Access
x AnyConnect .
I %B "I"'I" Cisco AnyConnect VPN |
Kﬂ Terminal Servers cisco
@ WebLaunch Using ActiveX for Installation
| Flease look at the top of your browser for the
! _ Platform
Detection
g ictnek What's the Risk?
Information Bar Help
To proceed with set up, select "Install ActiveX
Control". If you are prompted to Retry or Cancel,
select Cancel.
Continuing in 22 seconds [skip].
v
(&) Done & mternet ¥ v ®ion -

7. Du vil na fa en sikkerhetsadvarsel.
Velg "Install”

7. A security warning will appear on your
screen. Choose “Install”

Internet Explorer - Security Warning

Do you want to install this software?

E] More options

Mame: wvpnweb cab
Publisher: Cisco Systems, Inc.

Install ] [ Dor't Install |

‘While Files From the Internet can be useful, this file type can potentially harm
vour computer, Cnly install software From publishers you trust, What's the risk?

! Hvis du ikke far opp denne informasjonen eller sikkerhetsadvarselen under punkt 7 ma du lese “Installasjon med Java”
pé side 8
* If this notification or the security warning under step 7 don’t appear; Read “Install with Java” on page 8



8. Installasjonen vil na gjgre seg ferdig og 8. The installation will finish by it self and

starte av seg selv. Nar den er ferdig vil start. An active AnyConnect connection
du se at du har fatt et &3 ikon nede i is indicated by the & ikon in the right
hgyre hjgrne som viser at AnyConnect er bottom corner of your screen
aktivt
(= UiTe WebVPN (SSL) Access Portal - Windows Internet Explorer |
%ﬂ - |g, https: fivpnz uit.nof+CSCOE+ portal html V| %|Ei|"—_ﬁ‘| |E| |E) Eing ||E,E|
File Edit Wiew Favorites Tools Help
w 25 |+ | @ UiTa web¥PN (S5L) Acce... X |§Microsoft Outlook Web Access |_| & - B L= @ = B @' -—(}' @' =

WebVPN Portal

|

@ Home ﬁu‘.'dress|cifs:a‘»l v|| |[ Browse ] Logout
@5 Web Applications

o -

il Cisco AnyConnect VP
CISCO

68 Terminal Servers

@ Webl aunch Connection Established
The Cisco AnyConnect VPN Client has successfully

_ Platform connected.

Detection The connection can be controlled from the tray icon,

ACInCX: circled in the image below:

& jdo) 2B L 1n4an

- Connected




4 Start AnyConnect (Nar AnyConnect
allerede er installert pa din maskin)
1. Klikk “Start”
Velg ”Alle programmer”

2.
3. Velg folderen “Cisco”
4. Velg folderen”Cisco AnyConnect VPN

Client”

5. Velg programmet ”Cisco AnyConnect
VPN Client”

6. Ifeltet “Connect to” skriver du inn:
vpn.uit.no

b

7. 1feltet ”Group” velger du "Employees’
eller ”Student/Guest”

Skriv inn ditt brukernavn og passord
9. Trykk ”Connect”

*

| @ Set Program Access and Defaults
Internet “ windows Update

s Internet Explorer
‘ﬁ Cisco AryConnect PN Clisnt

) E-mail
'w] Accessaries

»
[@ Cisco Systems YPH Client 3
Cisco AnyConnect YRY
Client [@ Games 3
[F) Intel PROSet Wireless ’
‘Windows Media Play
[@ Mcafes »
,‘% Windows Messenger [@ 3PS5 Inc %
@ Skartup ]
@ WRM Client @ Internet Explarer »

: .. Remote Assistance
"@ Tour Windows X @ ‘Windows Media Player

- Files and Settings Tr 2 windows Messenger

Wizard @ SureThing r
@ PTPublisher
All Programs ‘| @ Cisco

72 stant

Du har na opprettet en sikker oppkobling mot
UiT nett, dette indikeres ved at et AnyConnect

ikon & vises nede i hgyre hjgrne pa skjermen

5 Logge av AnyConnect

Husk! Logg alltid av tjenesten nar du er ferdig
ved a:

1. Hgyreklikke AnyConnect ikonet &

2. Velg "Disconnect”

iect WPH Client  » | 20 Cisco AryConnect WP Client

4 Start AnyConnect (When the client is
already installed on your computer)

1. Click “Start”

2. Choose the folder “All programs”

3. Choose the folder “Cisco”

4. Choose the folder “Cisco AnyConnect
VPN Client”

5. Choose the program “Cisco AnyConnect
VPN Client”

. Type: vpn.uit.no in the “Connect to” box

7. Choose group “Employees” or
“Student/Guest”

8. Type inn your username and password

9. Click “Connect”

Z2/Cisco AnyConnect VPN Client E]@'El

%, Conmection | @ statistics | &5 about |

NI
CIsCoO
Group: | Employees e |
Username: | abclzs |

Password: | A |

Connection Banner

WARNING! Unauthorized access ko this portal is
illegal. Repeated attempts to access it will be
treated as attacks, and wil be reported to the
proper authority,

Please enter your username and password,

A secure connection to the UiT network will
now be established, this is indicated by the

AnyConnect icon &2 in the right bottom corner
of your screen.

5 Log off AnyConnect

Remember to always log off the secure network
connection towards UiT when you no longer
need it.
1. Right click the ”Any connect” icon &
2. Choose “Disconnect”



Installasjon med Java

Hvis du benytter et annet operativsystem en
Windows ma du installere AnyConnect ved
hjelp av Java istedenfor ActiveX. Java kan ogsa
benyttes pa datamaskiner med Windows hvis du
har problemer med installasjonsprosessen som
benytter ActiveX

Java

e Gatil http://www.java.com og installer siste
versjon av Java for det operativsystemet du
bruker (Macintosh, Linux)

e Legg http://*.uit.no til klarerte omrader i den
nettleseren du benytter

¢ Fglg instruksjonene for installasjon av
AnyConnect i denne manualen (s.4-6)

e Nar du kommer til punkt 6 vil du fa opp en
dialogboks som sier ” Warning Security”.
velg ”Run”. Klienten vil na fullfgre resten av
installasjonen av seg selv.

Install with Java

You will have to install the AnyConnect client
with Java in stead of ActiveX if you are using
Macintosh or Linux. You can also use Java if
you experience any problems with the ActiveX
installation procedure under Windows.

Java

¢ Go to http://www.java.com and install the
latest version of Java to your computer.

e Add http://*.uit.no to trusted sites in your
web browser

¢ Follow the instructions for installing
AnyConnect in this manual (p.4-6)

e  When you get to step 6 in the instructions, a
dialog box saying "Security Warning" will
appear on your screen. Choose "Run". The
client will now complete the rest of the
installation.




